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Paradigms are shifting

Ubiquitous secure access

Apps
People
Things

Anything
Anytime
Anywhere

Increasing complexity

Evolving threats
Generative Al
Talent gaps

Security
Governance
Privacy

For Internal and Partner
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And 95 %f businesses still rely on VPN

For Internal and Partner
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How do you balance multiple objectives?

Innovation & experiences

Networking Security
objectives objectives

Highest performance R e Never compromised

Ubiquitous access I e Reduce exposure
Easily available B e Mitigate risk
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Three approaches to secure access

Security Service Edge
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SASE brings

network and
security
together




HPE Aruba Networking Unified SASE
Deploy industrieading EdgeConnect\®BN with the clouthtive HPE Aruba Networking SSE platform

Users & Things UH'FE&‘*“%‘KSE Apps & Data

Traffic sources Traffic destination

o @ SecurityFirst al Al-Powered
Ren@user, EdgeConnect HPE Aruba Networking 1=F
gues! SDWAN SSE Datancenter

A

EdgeConnect SWAN
Advanced secure-8TAN
with Business intent overlays

Public Cloud

ZTNA SWG

Secure access to Secure access to qu
private apps the internet Ty

SaaS
S >

CASB DEM @
Secure access toEnhanced digital experience

SaaS apps and productivity Internet

EdgeConnect SBranch EdgeConnect Microbranag
Max integration of wired, Home office, small officq
WiFi, and SIWAN ad-hoc location
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HPE Aruba Networking Security Service Edge (SSE) platform
The 4pillarsof SSE

Secure Web Gateway

- Secure accesstite Interneand protect
= against malicious online threats.

Secure access[io

in the data center or cloud.

i.eMinimize app exposure to Internet, remove network

access, replace VPN, Inspect traffic, support all private apps I.eFiltering, SSL inspection, malware scanning,
P g PP P s \\ \ aws reputatiorbased blocking,-Bdsed Sandboxing
A
500+Edge Locations '4 )/\L 2 Multi-CloudFabric
Ne:ivtsr;in’g;;éSE
" / \ ] ] u " u

Cloud Access Security Broker o I [ Digital Experience Monitoring
Secure access3aaS applications s Monitor user performarard to
and protect against data loss. A4 troubleshoot user access issues for all traffic.
i.eControl block upload/download from Slatrepoint i.eMonitor performance of each session, minimize mean
Facebook, Salesforce time to remediation of user issues
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ZTNA is the most popular start point for SSE

Out of the 3 core SSE technologies, which do you plan to begin with?

47% 33% 20%

Zero Trust Network Access (ZTNA) Cloud Access Security Broker (CASB) Secure Web Gateway (SWG)

1 2023 SSE Adoption Report by Cybersecurity Insitiekshere to download

For Internal and Partner


https://www.evanta.com/resources/ciso/survey-report/top-3-goals-and-challenges-for-cisos-in-2023#:%7E:text=CISOs%20from%20across%20Evanta%20communities,number%20three%20spot%20this%20year

VPN Pains

VPNs ARE A

SECURITY RISKPOOR EXPERIEN

97 %of businesses know their

VPNs are being targeted
VPN is a weak point
Virtual or Vulnerable

92%are concerned that
VPN will jeopardize their
environment

—

VPNs DELIVER AVPNs ARE COMPLE

VPN traffic must be
backhauled to the nearest
DC location often 100s of

miles away creating a
latent user experience

81%are dissatisfied with
their VPN experience

2024 VPN risk report

CE TO MANAGE

Each appliance in the inboun:
stack is managed and update

separately

Scaling VPN gateways is a
logistical nightmare

65%0f organizations have
3+ VPN gateways to
manage

For Internal and Partner


https://www.arubanetworks.com/resource/2024-vpn-risk-report/

6 9 0/ of organizations plan to adopt
O SSE within the next 2 years

209
@)
20% 1%
SSE Adoption
Starting with ZTNA
YES YES YES YES NO NO
_ 0-6 6-12 12-18 18-24 but will Not looking
months months months months soon begin at SSE

20% 27%

ZTNA SWG CASB

1 Foundation Foundation Plus Advanced



HPE Aruba Networking SSE SKU details

Manage all SSE capabilities from a single platform and a single policy engine

Foundation

Foundation Plus

Elevate secure remote access and
simplify management with a
modern-day ZTNA

e Zero trust Network Access

Unify access security and user
productivity with secure access
across all private apps with ZTNA
and internet access with SWG

» Zero trust Network Access
* Secure Web Gateway

Advanced

Enhance data loss security with
CASB and optimize user and
network performance with DEM
while building on the foundations of
ZTNA and SWG

e Zero trust Network Access

* Secure Web Gateway
* CASB/DLP
» Digital Experience Monitoring

Advanced Plus

Unlock full SSE value for your
business. Unmatched security with
advanced ZTNA, DLP and malware
scanning. Maximized connectivity
with Local Edge deployments and
zero trust server-to-server support.

* Zero trust Network Access

* Secure Web Gateway

« CASB/DLP

 Digital Experience Monitoring
* Advanced DLP*

For Internal and Partner




Simple secure remote accegd NA

New Rule

1. Configuration
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Simple secure remote accegd NA

Pradeep
Login to Axis User Portal Remote worker

2. Connect to Portal

Forgot password?
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Simple secure remote accegd NA
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1. Configuration
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Zero Trust & SASE Security

HPE Aruba Networking Zero Trust Security foundation

: o | Client Insights
ClearPass Policy Manabc. | ClearPass Device Insight
ENFORCEMENT VISIBILITY
ANDRESPONSE Device Discovery

_ Attack Response and Profiling
PO”Cy Enforcement Flre a” Eventtriggered actions Custom Fingerprinting
SDWAN
Unified Threat Management/IDS/IPS O
360 Security Exchang \ >
Y > Cloud Auth
CONDITIONAL :
MONITORING AUTHENTICATION ClearPass Policy Manager
. . i One Role, One Network
Dynamic Segmentatioh Teﬁfnag't?"yef;’r‘;e::ub . e
solutions and AAA Options
Centralized 150+ integrationg ROLEBASED

(JearPass Policy Manager ACCESS CONTROL
Policy Enforcement Firewall Precision Access Privileges

Identity and contexdased rules

Distributed w/ Central NetConduator
Policy Manager, Flexible NAC
Inline Enforcement via Switches & Gateways

HPE Aruba Networking SS

@ CASB, SWG
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EU NIS 2 Scopessential and Important Entities250+ employees / SO0M€+

1 Million + enterprises and administrations WW are directly or indirectly(*) are impacted

Sectors covered by NIS1
— VNS

Banking and financial
infrastructure
Energy 4@ I '

Digital infrastructure
and service providers

-

Transportation

Healthcare I%ﬂ

Water supply 4®

2
4
#
/ ?
ra
o f
/

@7 Wastewater and waste management

Expanded scope from NIS2
|— P P —|
W) Public electronic

communications services
Space
h Manufacturing of
certain critical products

Digital services

(including social
| media and
i data centers)

R

o

L -

T
‘.i-t---.-
b

Food

Public administration

Postal and courier services

Figure 4. NIS2 In-Scope Sectors —Source: SANS Institute
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Article 21 paragraph 2

2.

The measures referred to in paragraph 1 shall be based on an all-hazards approach that aims to protect network and

information systems and the physical environment of those systems from incidents, and shall include at least the following:

(@

policies on risk analysis and information system security;

incident handling;

business continuity, such as backup management and disaster recovery, and crisis management;
Y,

supply chain security, including security-related aspects concerning the relationships between each entity and its direct
suppliers or service providers;

security in network and information systems acquisition, development and maintenance, including vulnerability
handling and disclosure;

policies and procedures to assess the effectiveness of cybersecurity risk-management measures;
basic cyber hygiene practices and cybersecurity training;

policies and procedures regarding the use of cryptography and, where appropriate, enctyption;
human resources security, access control policies and asset management;

the use of multi-factor authentication or continuous authentication solutions, secured voice, video and text
communications and secured emergency communication systems within the entity, where appropriate.

| 23



HPE Networking Solutions overview
for Basic Cyber Hygiene practice (89)

(89) Essential and important entities should adopt a wide range of basic cyber hygiene practices, such as zero-trust
principles, sottware updates, device contiguration, network segmentation, identity and access management or user
awareness, organise training for their staff and raise awareness concerning (}’bt"r threats, phishing or social
engineering techniques. Furthermore, those entities should evaluate their own cybersecurity capabilities and, where
appropriate, pursue the integration of cybersecurity enhancing technologies, such as artiticial intelligence or
machine-learning systems to enhance their capabilities and the security of network and information systems.

: HPE INTERNAL USE ONLY 24



HPE Aruba Networking Solutions for EU NIS 2 Directive

Basic Cyber Hygiene practice (89) Solutions overview

Zero Trust Principles HPE Aruba Zero Trust Solutions

Aruba Central
Software ijdate Live Firmware Upgrade, Wi-Fi Firmware Recommender, Hot-Patching Services

Device Conﬁgurat 1on Aruba Central , Aruba Fabric Composer

Network Segmentation Choice of Centralized and Distributed Dynamic Segmentation, CX10k
Identity and Access l\/hnagement (learPass Policy Manager, Central Cloud Auth, EdgeConnect SSE (AXIS ZTNA)

User Awareness Aruba Central Client and Application visibility

Use of Machine Learning Aruba Central Cloud AlOps including Client Insights

: HPEINTERNALUSEONLY | 25



The way forward

HPE

rybao

etwarking

powered networking




Next steps



How Inetum-Realdolmen can help

At Inetum-Realdolmen, we
understand the importance of
cybersecurity and the need to
comply with regulatory
frameworks such as NIS2

We provide tools and
guidance to help you meet
the minimum measures
required by NIS2, such as risk
assessments, security
procedures, and incident
response plans

Our team of cybersecurity
experts can work with you to
assess your current security
posture and develop a
customized security plan that
meets your specific needs

You can have peace of mind
knowing that your systems
and data are protected by
industry-leading security
solutions.




CYBERSECURITY ACCELERATOR PROGRAM

01} |

~ .
- .’

. .
. L4
A\S 4
. .

-

L]

L]

-

. .
. .
. .
. .
.

~
~
~

A

AS
A
.
AS
\J
.

.
- ~

Identify & Inspire Protect & Integrate Detect & Operate Respond & Optimize

Audit & Assessment Zero Trust implementation Managed Security Services  Incident Response
Ethical hacking * Identities Vulnerability Management Governance
Roadmap * Devices MDR Services CISO as a Service
Proof of Concept * Data User Awareness

* Applications
 Networks & Infrastructure




Opvolgevents NIS2 S LI ]

Positive digital flow

NIS2 is IT en Ready to replace Meet us at
oT your legacy VPN Cybersec
(Fortinet) with ZTNA? Europe 2024
(Aruba)

23/4 14/5 29830/5

26/3 25/4 23/5 11/6

Hoe stealth How positively

een stap Ch_ange the . The Belgian NIS2 Hoe Threat Intelligence u

vooruit bliiven security behavior law helpt bij het nemen van
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Contacteer ons via:

e info@inetum-realdolmen.world

« Uw vertrouwde contactpersoon bij Inetum-
Realdolmen







Bedankt
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