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SQL Server Landscape
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Hi! 
I’m Brecht

Technology Expert @ Inetum-Realdolmen

Brecht.Vuylsteke@inetum-realdolmen.world

mailto:Brecht.Vuylsteke@inetum-realdolmen.world
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Challenges

Complexity

“I need to have health visibility in a single 

pane of glass to all my existing and future 

infrastructure and applications.”

Compliance

“I need to manage security and incident 

management across my public cloud and 

datacenter assets.”

Best Practices

“I need to know what I can improve on my 

SQL Server estate”

Regulation

“Our DB layer must remain on-premises 

due to sensitive data and data availability 

needs but we want to use cloud features”

Licensing

“We want to license SQL Server in a PAYG 

model”

Auditing

“I want to consolidate auditing information 

into one location”
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Overcome the challenges using Azure 
Arc

footer

• Unified Management:

• Manage and view all SQL Server instances from Azure.

• Best Practices Assessment:

• Optimize configuration based on Microsoft Support guidelines.

• Microsoft Entra Authentication:

• Enhanced security with centralized identity management.

• Supports multi-factor authentication (MFA) and single sign-on (SSO).

• Cost-Effective Licensing:

• Apply consistent licensing models.

• Save on Defender licensing.

• Hybrid Flexibility:

• Extend Azure services beyond Azure.
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Inventory & Asset Management

• Azure Arc enablement creates 

objects in Azure

• Useful for tagging, policies, …

• Query them using your favorite tools

• Create dashboards 

• Capture performance counters at 

scale
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Best Practices

• Enable on demand best practice assessment
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Entra ID authentication

1.Modern Identity Management:

1.Microsoft Entra ID (formerly Azure Active Directory) provides centralized identity and access 

management.

2.Supports multi-factor authentication (MFA) and single sign-on (SSO).

2.Enhanced Security:

1.Removes the need for self-managed secrets.

2.Communicates securely with Azure resources through managed identity authentication.

3.Authentication Options:

1.Available for both Windows and Linux on-premises SQL Server instances.

2.Supported on SQL Server 2022 (16.x) and later versions.

4.Cloud-Based Identity:

1.Enables secure communication between Azure Arc-enabled SQL Servers and Azure services.

2.Enhances security practices beyond traditional username/password-based authentication.
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Security

• Defender For SQL can help you discover and mitigate vulnerabilities.

• Advanced Threat Protection

• SQL Injection

• Brute force attacks

• Suspicious database activity

• Integration with Sentinel capabilities for advanced hunting

• Extended Security Updates



10

Sensitivity: Company

Licensing

▪ License SQL as PAYG

▪ Available for SQL 2012 – 2022

▪ 3 models

▪ LicenseOnly (“Free Editions” or Server + CAL)

▪ Paid (Use existing License with SA) 

▪ PAYG  (Hourly rate)
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Auditing

• Configure SQL to write to the eventlog and query the data using KQL

• Use SQL Server Auditing / Database Audits

• Check License compatibility

• Leverage the Azure Monitoring Agent (AMA) extension to load your logs onto Log 

Analytics

• Export Security Logs using AMA 

• Log Analytics is immutable

• Create auditing dashboards to view and filter data
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Do more with Arc

• Azure App Service (Preview)

• Azure Functions (Preview)

• Azure Logic Apps (Preview)

• Azure Event Grid (Preview)

• Azure API Management (Preview)

• Azure Machine Learning

• Azure Data Services

• SQL Managed Instance

• PostgreSQL (preview)
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Azure Arc control plane functionality, which is provided 

at no extra cost includes:

• Arc-enabling a server

• Resource organization through Azure management groups 

and tags.

• Searching and indexing through Azure Resource Graph.

• Access control through Azure role-based access control 

(RBAC) at subscription or resource group level.

• Best Practice Analysis

• Windows Admin Center

Cost governance

Azure services used in conjunction to Azure Arc-enabled 

servers which incur costs according to their usage 

includes:

• Azure Monitor

• Microsoft Defender for servers / Sentinel

• Azure Automation State Configuration, change tracking, 

and inventory

• Azure Update Manager

• Log Analytics Usage

• SQL Server PAYG

TIP → Use Azure Pricing Calculator 
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Demo Time
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Summary
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Q&A
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ENGAGEMENT
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close to our clients.

INNOVATION
We are constantly co-
inventing the technology-
based business of our 
clients.
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OF ACTION
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Top Sponsor of Paris 
Saint-Germain
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+ SYSTEM INTEGRATION

(Business Solutions, ERP, CRM, PLM…)
+ OUTSOURCING
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