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Hi!
I'm Brecht

Technology Expert @ Inetum-Realdolmen
Brecht.Vuylsteke@inetum-realdolmen.world
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Positive digital flow

Challenges o

Complexity Regulation
“I need to have health visibility in a single "Our DB layer must remain on-premises
pane of glass to all my existing and future due to sensitive data and data availability
infrastructure and applications.” needs but we want to use cloud features”

Compliance

"I need to manage security and incident Licensing
management across my public cloud and “"We want to license SQL Server in a PAYG
datacenter assets.” model”
Best Practices
"I need to know what I can improve on my Auditing

SQL Server estate”
"I want to consolidate auditing information

into one location”
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Overcome the challenges using Azure -
Arc

- Unified Management:
 Manage and view all SQL Server instances from Azure.

- Best Practices Assessment:
« Optimize configuration based on Microsoft Support guidelines.

- Microsoft Entra Authentication:
 Enhanced security with centralized identity management.
« Supports multi-factor authentication (MFA) and single sign-on (SSO).

- Cost-Effective Licensing:
« Apply consistent licensing models.
« Save on Defender licensing.

 Hybrid Flexibility:
« Extend Azure services beyond Azure.

footer i
Sensitivity: Company



SQL Server enabled by Azure Arc architecture

At scale
onboarding

!

Windows update

Generate script & execute on Server
1 222
3, B 3 sar
. > -
2 Local services created ‘ rre-onabled Arc-enabled
server SQL Server
3 Arc —enabled server & Arc-enabled e
SQL Server resources created Customer firewall '
1
Port 443
4 Azure monitoring agent
2 Az tension fi 2 Az itori
ure exiension 1or ure monitoring
5 On boa rd at Scale Arc agent SQL Server agent
Discovery - o o

"""""" > SQL sQL sQL
Virtual server
or physical machine SQL Instances

Event log

Perf counters



Inventory & Asset Management

« Azure Arc enablement creates
objects in Azure

« Useful for tagging, policies, ...

« Query them using your favorite tools
- Create dashboards

« Capture performance counters at
scale

Home > Azure Arc

g Azure Arc | Machines

- Microsoft

|,13' Search

| i

B Qverview

852 All Azure Arc resources
¥ site manager (preview)
AZure Arc resources

Machines

15'_. Kubernetes clusters

Host environments

= Azure Stack HCI
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;?

- Add/Create ~ @} Manage view O Refresh i Export to (

Filter for any field... Subscription eguals Microsoft Azure Spot

o Have Windows Server 2012 machines? Keep machines reaching the end of
to Extended Security Updates page in Azure Arc to get started.

Showing 1 to 2 of 2 records.

|:| Mame T Kind Ty Arc agent st
(] & sewesalo Connected
[] & eewesqloz Connected




est Practices

Enable on demand best practice assessment

SQL Server Assessment

dataminds-la
O Refresh :;ﬂ Logs

(: Last 31 days :}

‘AII Technologies v H All Environments v

ASSESSMENT QUALITY

DISCOVERY FAILURES

OTHER PREREQUISITE FAILURES

100%

ASSESSMENT QUALITY INDEX

100%

PRICRITIZED RECOM

TIONS WEIGHT

All prerequisites successfully met.

ttps://portal.azure.com/#home

SECURITY AND COMPLIANCE AVAILABILITY AND BUSINESS CONTINUITY
‘ , HIGH PRIORITY RECOMMENDATI...
LOW PRIORITY RECOMMENDATIO... 1
8 6% %585 I 99% I LOW PRIORITY RECOMMENDATIO...
166 PASSED CHECKS
333
PRICRITIZEC RECOMMENTATICNS WEIGHT PRICRITIZEC RECOMMENDATIONS WEIGHT
Configure Authorized User List for Setting "Restore fi.. 2.8 Change the recovery model to FULL or BULK_LOGGED. 3.6
Define and Enforce Setting "Back up files and directo... 2.8 Place Backup Files and Data Files on separated volu... 2.2
Ensure only essential users are added to the SQL Ser... 2.4 Place data files and transaction log files on separate ... 1.7
Create a SQL Server Audit to log creation, modificati... 2.3 Investigate occurrences of event ID 7026 in the Micr... 1.0
Create a SQL Server Audit to log schema changes 23 Investigate occurrences of event ID 7031 in the Micr... 1.0
Create a SQL Server Audit to log configuration chang... 2.3
Create a SQL Server Audit to log SQL password chan... 2.3
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PERFORMANCE AND SCALABILITY

" HIGH PRIORITY RECOMMENDATI...
0 LOW PRIORITY RECOMMENDATIO...
95%
PASSED CHECKS
PRICRITIZED RECOMMENDATIONS WEIGHT

Move database files from the system disk to another ... 3.8
Consider creating supporting indexes for tables with ... 2.3
Consider creating clustered indexes for database tabl... 2.3
Consider deleting duplicate indexes on tables and/or... 2.3
Review the SQL Server instance configuration setting... 1.5
Review the ‘system managed' page file setting on th.. 1.4

Separate tempdb and user database files by placing t.. 1.1
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Entra ID authentication

1.Modern Identity Management:

1.Microsoft Entra ID (formerly Azure Active Directory) provides centralized identity and access
management.

2.Supports multi-factor authentication (MFA) and single sign-on (SSO).

2.Enhanced Security:
1.Removes the need for self-managed secrets.
2.Communicates securely with Azure resources through managed identity authentication.

3.Authentication Options:
1.Available for both Windows and Linux on-premises SQL Server instances.
2.Supported on SQL Server 2022 (16.x) and later versions.

4.Cloud-Based Identity:
1.Enables secure communication between Azure Arc-enabled SQL Servers and Azure services.
2.Enhances security practices beyond traditional username/password-based authentication.

Sensitivity: Company



inetum.”

realdolimen

Security

« Defender For SQL can help you discover and mitigate vulnerabilities.

- Advanced Threat Protection
SQL Injection

« Brute force attacks
Suspicious database activity

« Integration with Sentinel capabilities for advanced hunting

« Extended Security Updates

Sensitivity: Company
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Licensing

= License SQL as PAYG
= Available for SQL 2012 - 2022

= 3 models
= LicenseOnly (“Free Editions” or Server + CAL)
» Paid (Use existing License with SA)
= PAYG (Hourly rate)

Sensitivity: Company
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Auditing

« Configure SQL to write to the eventlog and query the data using KQL
« Use SQL Server Auditing / Database Audits
Check License compatibility

« Leverage the Azure Monitoring Agent (AMA) extension to load your logs onto Log
Analytics

« Export Security Logs using AMA
Log Analytics is immutable

« Create auditing dashboards to view and filter data

Sensitivity: Company
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Do more with Arc

« Azure App Service (Preview)

* Azure Functions (Preview)

« Azure Logic Apps (Preview)

« Azure Event Grid (Preview)

« Azure API Management (Preview)
« Azure Machine Learning

 Azure Data Services
 SQL Managed Instance
* PostgreSQL (preview)

Sensitivity: Company



Azure Arc-enabled data services architecture

Azure Portal «
Azure CLI =

Microsoft Container
Registry

Azure Data Studio Deployments/Actions Resource Inventory M il !
Advanced Data Security <.> Billing A
Logs & Metrics

Backup Retention

B | Montoringandlogs  Backup  Patching/updates
| Comoler  mweacegaion  WADN sl oy

| W B EER 8 &

F'nstgrESI'.'[L Hj‘F‘EI"SI:EIE' SQL M sSQL MI wf HA Database services Anﬂlj‘tiﬂﬁ- Services
I (Future) (Future)
L ) L J
[—= [—= [—= [—= [—= [—=
RERRD RERRD RERRD RERRD RERRD RERRD
Kubernetes API -+ RERRE RERRD RERRD RERRD RRINE RRINE
Kubernetes Mode Mode Mode Mode Mode Mode

Persistent storage



Cost governance

Azure Arc control plane functionality, which is provided
at no extra cost includes:

« Arc-enabling a server

« Resource organization through Azure management groups
and tags.

« Searching and indexing through Azure Resource Graph.

« Access control through Azure role-based access control
(RBAC) at subscription or resource group level.

« Best Practice Analysis

« Windows Admin Center

:' Azure i
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Positive digital flow

Azure services used in conjunction to Azure Arc-enabled
servers which incur costs according to their usage
includes:

« Azure Monitor
« Microsoft Defender for servers / Sentinel

« Azure Automation State Configuration, change tracking,
and inventory

 Azure Update Manager
 Log Analytics Usage
« SQL Server PAYG

TIP > Use Azure Pricing Calculator Pricing calculator

-~ Azure Momitor




Demo Time
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Summary
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Q&A
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2021

< \ _, ‘ MORE THAN € 2 . 2
1o 301t 27,000 g 0N
CONSULTANTS

<yl 8 6 rcrvimes

+ CONSULTING
+ APPLICATION &
INFRASTRUCTURE SERVICES
+ SYSTEM INTEGRATION
(Business Solutions, ERP, CRM, PLM...)
+ OUTSOURCING
+ VALUE-ADDED RESELLING

MORE

* Proximity-Intimacy-Agility
* Industrialisation-Automation
* Innovation-Business

GROUP ALLIANCES

SAP, Microsoft, Oracle, Salesforce

PTC, Siemens, Dassault Systemes

27 COUNTRIES

FRANCE, SPAIN, PORTUGAL, BELGIUM,
MEXICO, LUXEMBOURG, POLAND, L
MOROCCO, ROMANIA, BULGARIA, N‘;
SWITZERLAND, BRAZIL, TUNISIA,
COLOMBIA, COTE D'IVOIRE, PERU,
USA, ANGOLA, CAMEROON,
SINGAPORE, UK, UAE, REP. OF
PANAMA, CHILE, COSTA RICA,
DOMINICAN REPUBLIC, ARGENTINA

SOLIDARITY
We have a united
entrepreneurial spirit.

VALUES

& PRINCIPLES
OF ACTION

AMBITION
Our local power fosters our
global success.

EXCELLENCE
Our culture of excellence is
a product of our daring.

SPONSOR

ENGAGEMENT
+ SOFTWARIE' I INNOVATION . We keep growing yet stay
» 4 vertical solutions: AR/ close to our clients
QRIS : P :
Local Government, Insurance, C ENTRE S @ ff?&
Healthcare & Social, Retail e KEsB __-: INNOVATION
« Crosscutting solutions: PARIS, NANTES, LYON, e We are constantly co-

Time Management
(Chronotime)

Content Management Solution
(Business Document)

21

CASABLANCA
(Warsaw in 2022)

SERVICE CENTRES

APAC (Macau) m BRAZIL (Séo Paulo) ®
COLOMBIA (Bogota) =

FRANCE (Lille, Lyon, Meudon, Nantes, Toulouse) ®
INDIA (Pune) " MOROCCO (Casablanca) =
POLAND (Warsaw-Poznan-Lublin) ® DIGITAL BANKING =

PORTUGAL (Lisbon-Covilha-Braganca) ® DIGITAL INSURANCE = DIGITAL RETAIL =
ROMANIA (Bucorest—Constonzcg = DIGITAL UTILITIES m E-HEALTHCARE
SPAIN (Aliconte—Bilbao) = TUNISIA (Tunis) INDUSTRY 4.0 ® SMART CITIES =

DIGITAL TELECOM =
P ) '! 0

'I GROUP
PRACTICES

DIGITAL TRANSPORT =
SMART DATA & Al =
= BainCapital

PRIVATE EQUITY

F 4

GHENT, LISBON, MADRID,

inventing the technology-
based business of our
clients.

Sponsor of Lointek Spons:or of
Gernika Bizkaia Sporting Clube
(women's basketball) de Portugal Futsal

Top Sponsor of Paris
Saint-Germain
Handball

BUSINESS
SECTORS

FINANCIAL SERVICES

INDUSTRIES

PUBLIC-HEALTHCARE
TELECOM-MEDIA-TECHNOLOGIES
ENERGY-UTILITIES-CHEMICALS
RETAIL-CONSUMER GOODS
TRANSPORTATION-TRAVEL SERVICES
DEFENCE-SECURITY
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