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Agenda

 Datacentermodernisatie

 IT Cybersecurity
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Agenda

 Datacentermodernisatie

 Hoe begin je eraan?

 Private / Hybride / Public cloud 
(verschillende oplossingen binnen private cloud)

 Beheer

 Monitoring

 AI

 Life cycle management

 CAPEX vs OPEX
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Hoe begin je eraan?

 Analyse van de business en requirements

 Analyse van de huidige omgeving en definiëren
van potentiële verbeteringen naar de toekomst
toe, maar ook huidige bottlenecks etc…

 Praten met mensen van de business en IT staff 
inzake gebruik, beheer en monitoring van de 
huidige omgeving en toekomstige omgeving
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Hoe begin je eraan?

• Je contacteert ons en doet beroep op onze professionele
expertise door b.v. het laten opstellen van een roadmap

• Professionele tooling voor een diepte-analyse van uw
omgeving
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Hoe begin je eraan?
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Hoe begin je eraan?
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Private / Hybride / Public cloud
Private cloud

 Klassieke 3 Tier oplossing – DELLEMC Server + Switch + 
Storage

 Full HCI oplossing – DELLEMC VXRAIL (Vmware)

 Converged Infrastructure (CI oplossing) – DELLEMC

>> VXRAIL Dyn Nodes + Storage (DELLEMC Powerstore)

 Hybride oplossing – DELLEMC Powerflex – Software Defined 
Infrastructure (Multi hypervisor)
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Private cloud – 3 TIER
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Private cloud – HCI VXRAIL
 Full HCI oplossing – DELLEMC VXRAIL (Vmware)
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Private cloud – HCI VXRAIL

 Full HCI oplossing – DELLEMC VXRAIL (Vmware)
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Private cloud – HCI VXRAIL
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Private cloud – HCI VXRAIL
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Private cloud – HCI VXRAIL
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Private cloud – DYN NODES
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Private cloud - POWERFLEX
 Hybride oplossing – DELLEMC Powerflex (Software Defined Infrastructure)
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Private cloud - POWERFLEX
 Hybride oplossing – DELLEMC Powerflex
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Private cloud - POWERFLEX
 Hybride oplossing – DELLEMC Powerflex (Software Defined Infrastructure)
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Private cloud - POWERFLEX
 Hybride oplossing – DELLEMC Powerflex
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Beheer
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Beheer
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Beheer
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Beheer
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Beheer
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Beheer
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Beheer

 IDRAC
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Beheer
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Beheer
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Beheer
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Beheer
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Beheer
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Beheer
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Beheer
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Beheer
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Beheer
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Beheer
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Beheer
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Beheer
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Beheer
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Beheer
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Monitoring - AI
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CAPEX vs OPEX

 DELLEMC APEX
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IT Cybersecurity
(Anthony De Smet)
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State of Cybersecurity 

2024
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PREPARE + ENTER TRAVERSE EXECUTE OBJECTIVES

Human Attack Operator(s)

Assisted by scripts and malware

Ransomware actors sometimes buy 
access to target organizations from other 
attackers in dark markets or leverage 
critical vulnerabilities

• Sabotage Backup/Recovery
• Establish persistence
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ZERO-DAY EXPLOITED IN THE WILD
CVE-2023-35078

Ivanti Endpoint Manager Mobile (EPMM)

SeverityCVSSv3

Critical10.0

Authentication bypass vulnerability

Access to specific API paths

Obtain PII data from the server (about 
the managed mobiles devices)

Modify the server’s configuration file 
(create admin, deploy web shells, push 
malicious package to mobiles devices)
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ZERO-DAY EXPLOITED IN THE WILD
CVE-2023-35081

Ivanti Endpoint Manager Mobile (EPMM)

SeverityCVSSv3

High7.2

Path traversal vulnerability

Authenticated administrator can write 
new files to the EPMM server

Perform malicious activities with admin 
privileges
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Let’s secure the 
future, together.
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Cybersecurity Challenges

Hybrid work requires a complete 
revamp of how we think about and 
approach security

Work From Anywhere

71% of organizations are pursuing a 
hybrid (36%) or multi-cloud strategy 
(35%) for integration of multiple 
services, scalability or business 
continuity reasons

Applications & data are 
Everywhere

A growing demand for law 
regulations and market standards 
like ISO27k1, NIS2, CRA, …

Compliancy 
Requirements

42% indicate that their control 
systems had direct connectivity to 
the internet up from 12% in 2019

Operational Technology 
Connectivity

Detection & Response 
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CYBERSECURITY ACCELERATOR PROGRAM

01 03

02 04

Audit & Assessment

Ethical hacking

Roadmap

Proof of Concept

Identify & Inspire

Zero Trust implementation

• Identities

• Devices

• Data

• Applications

• Networks & Infrastructure

Managed Security Services

Vulnerability Management

MDR Services

Incident Response

Governance

CISO as a Service

User Awareness

Protect & Integrate Detect & Operate Respond & Optimize
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CSAT Assessment
Roadmap 
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Why CSAT?

• Market demands to take 
security seriously

• Law regulations and 
market standards 
(NIS2/GDPR/ISO27k)

• Brand reputation damage 
and financial penalties

• Fact based actionable 
insights

• Align Business 
Management & 
IT/Security Management 
with one common truth

• Invest in the right 
security initiatives by 
making informed 
decisions based on facts

• Over 2000 assessments 
worldwide

• Global partnership with 
Microsoft

• Customers in all 
segments and industries

Organizations need to 
know their cyber 
security vulnerabilities

Organizations need an 
action plan to improve 
cyber security

Focus your limited 
security budgets on 
the highest risks

Recognized solution to 
conduct Cybersecurity 
Assessments in all 
segments
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Data collection and report 
generation

Questionnaire

Detailed Cybersecurity 
Report and Action Plan

Management 
Presentation including 
Roadmap

Data Analysis
Microsoft 365

Azure

Customer’s Hybrid IT environment

IT & CISO tailored reports Business Management tailored reports

Recommendations

Workstations and 
Servers

Local Active Directory

SharePoint
on-premises

Email DNS

IT & Security policies 
and procedures

Interactive PowerBI 
reporting
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Prepare

•Present assessment
•Align expectations and scope
•Present technical requirements
•Prepare prerequisites

Discovery

•Tool deployment and scan set-up
•Analysis data
•Answer Questionnaire
•Export first drafts of report & 
presentation

Report

•Finalize deliverables
•Validation and adjustments
•Create business case

Delivery

•Presentation deliverables
•Advice on next steps

Total Estimated Lead Time: 1-3 weeks

1 hour Project Execution Estimated effort: 3-4 days  

16 hours 8 hours 1 hourCSAT Assessment
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Step 2
We collect and 
analyze your 
IT asset data

One of our Cybersecurity 
specialists runs the scans & 
tests to collect relevant data 

Step 3

Presentation of 
the report

Deliver presentation
and discuss findings,  
conclusions and  
recommendations.

Share final report and
presentation

Set-up a kick-off call 
with a Cybersecurity 
specialist to:
- Make introductions
- Discuss goals of the

assessment
- Share system 

requirements

Step 1

Let’s get started!

Prepare your 
environment for the 
assessment and plan 
next activities

Steps of the Cybersecurity Assessment

Discuss your organization’s 
cybersecurity posture in an 
interview (IT 
manager/CIO/CISO 
required)
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PEOPLE

ENDPOINT

SOFTWARE

DATA

RISK

&

COMPLIANCE

NETWORK

HARDWARE

IOT/OT

ASSET MANAGEMENTASSET MANAGEMENT

VULNERABILITY MANAGEMENT BACK-UP DATA

IDENTITY AWARENESS MDR

WAF

APPSEC

DARKWEB
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